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O HAMNPABJIEHUN NHPOPMALIUA

JlemapTamMeHT roCcyJIapCTBEHHOHN MOIUTHKUA B cdepe obmiero odpazoBanuss MunoOpHayku Poccun
HampaBisieT JJs CBeleHHs pa3zpaboraHHble Bpemennoii komuccueir Coera denepaiiuu 1mo pa3BUTHIO
MH(OPMALIMOHHOTO OOIIeCTBA METOAMYECKHE PEKOMEHJAIMU O pa3MENIeHHMH Ha WH(OPMalUOHHBIX
CTEHJIaX, oumanbHBIX MHTEPHET-CalTax u IpYTux MH(POPMALIMOHHBIX pecypcax
00111e00pa30BaTENbHBIX OpraHU3aluil U OPraHOB, OCYIIECTBISIOMINX yIIpaBiieHHe B cepe oOpa3oBaHus,
nH(popMauu 0 6€30MacHOM MMOBEICHUH U UCTIONb30BaHuM ceTh "MHTepHeT".

Hupektop [enapramenTa
A.E.IIETPOB

[Tpunoxenue

METOANWYECKWE PEKOMEHOALIA
O PASMELWWEHUN HA NTHO®OPMALUMUOHHBIX CTEHAAX, O®PULUNATIbHbBIX
WHTEPHET-CAUTAX U APYI'MX UHOOPMALIMOHHbIX PECYPCAX
OBLLEOBPA3OBATEJIbHbIX OPFAHU3ALIMA U OPTAHOB, OCYLLECTBNAIOLMX
YNPABJIEHUE B COEPE OBPA3OBAHUA, UHPOPMALIMA O BESOMNACHOM
NOBEAEHUN N UCTTOJIb3OBAHUN CETU "MHTEPHET"

OxcnepramMmu W uineHamu BpemenHoit komuccun Cosera @enepanuu 1O Pa3BUTHIO
nH(OpPMALIMOHHOTO O0IlecTBa B pPaMKaxX BBIMOJHEHUS PEKOMEHAAlMH MapiIaMEeHTCKUX CIylIIaHui
"AKTyanbHBIE BOIMPOCH oOecreyeHuss OE30MaCHOCTH W pa3BUTHUS JeTed B HH(DOPMAIMOHHOM
npoctpanctBe", kotopble mpouutn B CoBere denmeparuu 17 ampens 2017 r., Obutm pa3paboTaHBI
METOAMYECKHE PEKOMEHJAMU O pa3MelleHMH Ha WH(GOPMAIMOHHBIX CTEHAAaX, OQHIMATbHBIX
MHTEpHET-caliTax M Jpyrux HHPOPMAIMOHHBIX pecypcax o00I1eo0pa3oBaTeNbHbIX OpraHu3aluii |
OpraHoOB, OCYIIECTBIISIOIINX yIpaBieHue B cepe oOpazoBaHus, MHGOpMaIuK 0 0€30MaCHOM MOBEICHUHT
U ucnonb3oBanuu cetu "MuTepHer" (nanee - METOIMYECKHE PEKOMEHIALINH ).

Meroanyeckne  pEeKOMEHJAIMM  HANpaBlIeHbl HAa  KAYECTBEHHOE  IOBBIIICHUE  YPOBHSI
MH()OPMALIMOHHON IEATEIBHOCTH OO0Ie00pa30BaTeIbHBIX OpPTaHU3AIMI M OPraHOB, OCYIIECTBISIOIINX
ynpasieHue B chepe oOpa3oBaHUs, B YaCTH MH(POPMUPOBAHUS YyUaIIUXCs, UX POJIUTENCH (3aKOHHBIX
MpEICTAaBUTENCH) W TMEeJarorn4ecKuXx pa0OTHUKOB 00 OCHOBHBIX acmekTax HH(POPMAIMOHHON
0€301MacHOCTH.

Metoauueckiue pEeKOMEHJAMK MO3BOJAT O0IIEe00pa3oBaTEeIbHBIM OpPTraHU3alMsIM M OpraHaMm,



OCYILIECTBISIONIMM yIpaBleHHEe B cdepe o0pa3oBaHMs, AaKTYaJIM3UPOBAaTh YK€ HCIOIb3yeMble U
pa3MelleHHbIe THPOPMALIMOHHbBIE MaTepHUabl, TAK U MOATOTOBUTH UX B CIy4ae MUX OTCYTCTBUS C yUETOM
JYYIIUX IPAKTUK U PEKOMEHALINH.

B pamkax MeTonuyecKuX peKOMEHAANNi paccMaTpUBAIOTCS CIIEAYIOIINE HHCTPYMEHTBI:
1. nH(bOpMAIIMOHHBIE CTCH/IBI;
2. opunmanbHble HHTEPHET-PECYPCHI;

3. cpencTBa MaccoBoM MHGOpMAIH (IIKOJIBHBIC Ta3€Thl, EAArOrMYeCKUe U3IaHUsI U IPyTHE).
MHdopmaLnoHHbIe CcTeHAbI

Ha mndopmanmonHbIx creHaax B 00mieo0pa3oBaTeIbHBIX OPraHU3alMsIX, PACTIONOKEHHBIX B (hoiie
YUpSXKACHUH M B KaOWHETaX, OCHALICHHBIX IE€PCOHAIBHBIMU YCTPOWCTBAMH Ui BBIXOJAa B CETh
"UHTepHeT", peKOMEHIYeTCS Pa3MeCTUTh WH(OPMAIIMOHHBIC TAMSTKH, COJIEPKAIllNe OCHOBHBIC COBETHI
o obecreueHno HHPOPMAITMOHHON 0€30MMaCHOCTH YUaIIHXCS.

B npunoxennn N 1 K METOAMYECKMM PEKOMEHIAIMSIM TPEACTABICH 00pa3er] MaMsITKd IS
pasMenieHust Ha MH(HOPMAIMOHHBIX CTEHaX.

CpeacTBa maccoBon MHopmMaLmm

B cpenctBax maccoBoil MHQpOpMAaIMKM, OPUEHTUPOBAHHBIX Ha OOy4alOUIMXCS, PEKOMEHIYETCsS B
TEYCHHE YYeOHOro ToJa peryjspHO IyOJMKOBaTh HWH(OPMAIMOHHBIE MAaTEePUAIIbI, MOCBSIICHHBIC
OTJIENbHBIM acrlekTaM HH(POPMAIMOHHON O€30MacHOCTH, a TaKXKe pa3dU4Hble MaMsITKH OOIIEero
Xapakxrepa.

B cpencrBax maccoBoif mH(OpManny, OpHEHTHPOBAHHBIX HA INEJarorHYecKylo OOIIECTBEHHOCTD,
pEeKOMEHAyeTCs B TEYCHHUE KAJICHAAPHOTO rojia PeryasipHO MyOIUKOBaTh HH(OPMAIIMOHHBIE MaTepHAIIbI,
MIOCBSIIIIEHHBIEC OT/ICIBHBIM acleKTaM HWH(POPMAIIOHHOHM 0€30MMacHOCTH KaK HECOBEPIICHHOJICTHHX, TaK U
00111e00pa30BaTENbHBIX OpPraHU3alNi, a TAKXKE Pa3MUYHBbIC MaMATKH, 0030pbl HOPMATHBHO-TIPABOBOTO
PETYIHpOBaHUs NAHHOM cdepbl U MHYOPMALUIO O aKTyaJIbHBIX MEPONPHUATHIX W COOBITHSX B JaHHOU

chepe.

B xome mpoBenenuss Emunoro ypoka mo OezomacHoctd B cetu "MHTepHeT" pexkomMeHmyeTcs
00ecreunTh BBIMMYCK TEMAaTHYECKOTO BBIMYyCKa CPEACTBA MacCcoBOM HHoOpManuu 100 cepuu
myOauKanui, Cpeu KOTOPBIX PACCMOTPETh OPraHU30BAaHHBIE MEPOIPHSTHS ISl OOYYAIOIIUXCS, UX
poauTenel (3aKOHHBIX TPEICTABUTENCH) U TIeAaroruaeckoi 00IecTBEHHOCTH.

OdmumanbHblie UHTEpHET-pecypcbl

O6meoOpa3zoBaTeIbHBIM OpraHu3aIMsIM  PEKOMEHYeTCs Ha  CBOHX ouIHaTBEHBIX
WNuTtepHer-pecypcax obOecrnednTh (QYHKIMOHUPOBAHUE CAMOCTOSTEIBHOTO M CIEUATH3UPOBAHHOTO
paznena "WudopmammonHas 0e30MacHOCTH", B paMKax KOTOPOTO MPEAYCMOTPETh pa3MElIeHue
cnenyromeld nHpopManuu:

N | Pasgen/moapaznen ®opmMmar CopepxaHue MaTepHaIoB
IIPEJCTABICHUS




MaTepHaoB

JloxannHBIC
HOPMATUBHBIC aKThI
B cepe
obOecreyeHus
MH(POPMAIIMOHHOMN
0e30macHOCTH
o0yJaromuxcs

Konuu 1oxyMeHTOB B
¢dopmare *PDF

Pa3zMermarorcst Konuu 10KyMEHTOB, T.€.
CKaHMPOBAHHBIM BapUaHT TIOKYMEHTA,
COOTBETCTBYIOLIUI TpeOOBAHUAM K
napameTpaM CKaHHUPOBAHMUSL.
PaszMemarorcs 1OKyMEHTHI,
pEeriIaMeHTHPYIOLUE OpraHu3altio u
paboTy ¢ nepCcoHATBLHBIMU TAHHBIMH,
IUTaHbl MEPONPUATHH IO 00ECTIEUEHHIO
UH(POPMALIMOHHOM 6€30MacHOCTH
00ydJaronuxcs u Apyrue.

Hopmarusnoe
peryaupoBaHue

Konuu 1oxyMeHTOB B
¢dopmare *PDF

[TyGuuKyroTCs akTyallbHbIE CBEIEHUS O
(denepanabHBIX U PErHOHATBHBIX
3aKOHax, MMCbMaxX OPraHOB BIACTU U
Jpyrie HOpMaTUBHO-TIPABOBBIE
JOKYMEHTBI, PerJIaMEeHTUPYIOLIHE
obecrieueHre HHPOPMAITMOHHON
0€30I1aCHOCTH HECOBEPILICHHOIETHUX.
JonyckaeTcsi BMECTO KOHIA
pa3MenaTh ruIepCChbUIKY Ha
COOTBETCTBYIOIIME JOKYMEHTHI Ha
calTax OpraHoB IOCyJapCTBEHHOU
BJIACTH.

Ilegarornueckum
paboTHHKaM

TekcT Ha cTpaHuIle
caiita

Konuu 1oxyMeHTOB B
¢dopmare *PDF

Pa3MemaroTcst METOAUYECKHE
PEKOMEH/IAlUU U YKa3bIBACTCS
uH(GOPMAIHS O MEPOTIPUATHSIX,
MPOEKTax W MPOrpaMMax,
HAIPaBIICHHBIX HA MOBBINICHUE
UH(OPMAIMOHHON TPaMOTHOCTH
MeAarorndeckux paboTHUKOB.

OOyvarommmces

TekcT Ha cTpaHuLe
caira

Pasmernaercs nundopmanmonHas
namsaTka (mpunoxxkerue N 2) u
yKa3bIBaeTcsi MH(popMaIus o
MEpONPUATHSX, IPOESKTaX U
IporpaMMax, HalpaBJICHHBIX HA
HOBBIIICHNE HHPOPMAITOHHOM
IPaMOTHOCTH O0YYarOLIHXCS.

Pomurensam
(3aKOHHBIM
MIPEACTABUTEISIM)
00yJaronmxcst

TekcT Ha cTpaHule
caira

Pasmernaercs nundopmanmonHas
namsaTka (mpuiiokenne N 3).

JleTckue Ge3omacHbIe
CaMTHI

TekcT Ha cTpaHuIle
calTa

Pazmemiaercs uadopmarus o
PCKOMCHAYCMELIX K HUCITIOJIb30BAHUIO B
yaeOHOM Mporiecce 6e30MmacHbIX
caiitax, 0aHHEepbI 0€30MMaCHBIX JIETCKUX




CalTOB.

Opranam, OCYLIECTBISIIOIIMM yIpaBieHHe B cdepe 00pa3oBaHus, PEKOMEHAYETCS Ha CBOHX
opunmaneueix  MHTepHeT-pecypcax  obecreunTh  (YHKIMOHHPOBAHHWE  CAMOCTOSITENIBHOTO U
crienuaan3upoBaHHoro pasjaena "Muadopmannonnas 6€30macHOCTD", B paMKaxX KOTOPOTO MPETyCMOTPETh
pa3MelnieHne cienyromne napopmanun:

[Tpunoxenue N 1

NAMATKA ]
[Ns OBYYAIOLUXCS OB MH®OPMALIMOHHOW BE3ONACHOCTM AETEM

HEJb3A

1. Bcem moapsin cooOmiaTh CBOIO YacTHYIO HWH(opMaiuioo (Hacrosue ums, Gamrimio, TenedoH,
azipec, HOMep IIKOJbI, a Takxke (poTorpadguu CBOU, CBOCH ceMbH U Ipy3eil);

2. OTKpBIBaTh BIOYKEHHBIE (haiiiIbl AJICKTPOHHOU MOYTHI, KOT/1a HE 3HACIIh OTIPABUTEIIS;
3. I'pyOuts, npuaupathcsi, OKa3bIBaTh JaBICHHUE - BECTH ce€0s1 HEBEKIIMBO U arpecCUBHO;

4. He pacmopsbkaiics JeHbraMyd TBOEH ceMbH 0€3 pa3pelIeHHs] CTapIIuX - BCEraa CIparniuBai
poauTenen;

5. He Berpeuaiics ¢ VIHTEpHET-3HAKOMBIMU B PEaJbHOM XU3HM - IIOCOBETYMCS CO B3POCIIBIM,
KOTOPOMY JOBEpSEIlIb.

OCTOPOXHO

1. He Bce mumyt mpaBay. UYutaems o cebe HempaBay B MHTepHeTe - cooOmm 006 3TOM CBOMM
POJUTENSIM HJIH OIICKYHaM;

2. IlpurnamaioT nepenuchiBaThbCsl, UTPaTh, 0OMEHUBATHCS - IPOBEPH, HET JIM M10/IBOXA;
3. Hezakonnoe xonupoBanue ¢aiiiaoB B IHTepHETE - BOPOBCTBO;
4. Bcerna pacckaspiBaii B3pOCIIBIM O TIPOOJieMaxX B CETH - OHU BCETJja IIOMOTYT;

5. Ucnonw3yit HacTpoKK O€30MacCHOCTH W MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOM aKKAyHTHI B
COLICETSAX U APYTUX MopTaiax.

MOXHO
1. VBaxail Ipyrux noJjb30BaTeei;

2. [Tonb3yenbest MTHTEpHET-UCTOUYHUKOM - A€Jail CChUIKY Ha HETO;



3. OTKpBIBaii TOJBKO TE€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOmaThCcs 3a TOMOIIBIO B3POCIBIM - POAMWTENH, ONMEKYHBl M aIMHUHUCTpAIlUs CAaHTOB BCETa
MOMOTYT;

5. Ilpoitan oOyuenune Ha caiite "CeTeBUUOK" M MOTydH MacrnopT HUGPOBOTo rpakianuHa!

ITpunoxenne N 2

NMHO®OPMALIMOHHASA NMAMATKA
AnA oObYYAKOLWUNXCA ANnA PASMELLEHUA
HA OPULIMATIBbHBIX UHTEPHET-PECYPCAX

C KaXXIbIM IOAOM MOJIOAC)KHU B MHTCPHCTC CTAHOBUTLCH 60.HI>H_I€, da IIKOJBbHHUKHW OAHU U3 CaMBbIX
aKTUBHBIX TOJIb30BaTesieil PyHera. Mexay TeM, MOMHMO OrPOMHOTO KOJHMYECTBA BO3MOXKHOCTEM,
HUHTCPHCT HECCT U HpOGHeMBI. OTa maMsTKa JOJI’KHA ITIOMOYb TCGG 6630HaCHO HaxoaUTbCA B CCTH.

KomnbloTepHble BUPYChI

KomnbroTepHblii BUpYC - 3TO pPa3sHOBUAHOCTh KOMIIBIOTEPHBIX IPOrpamMM, OTJIMYUTENBHOM
0COOEHHOCTBIO KOTOPOH SIBIISIETCS CIOCOOHOCTH K pa3MHOKEHUIO. B orosiHeHne K 3ToMy, BUPYCBI MOTYT
MOBPEIUTh WIN NOJHOCTbIO YHUUYTOXKUTh Bce (Dallyibl M JaHHBIE, [MOJKOHTPOJBHBIE MOJIB30BATEINIO, OT
MMEHHM KOTOpOro ObLIa 3aIlylleHa 3apakeHHasl MporpaMma, a Takke MOBPEIUTh WM JTa)Ke YHUUTOXKUTh
OINEPALMOHHYIO CHCTEMY CO BceMH (aillaMu B 1eaoM. B OOJBIIMHCTBE CilydaeB paclpOCTPaHSIOTCS
BHUPYCHI U€pE3 UHTEPHET.

MeTopl 3aIUTHI OT BPEAOHOCHBIX MPOTPAMM:

1. Ucnionps3yit COBpEMEHHBIE ONMEPALIMOHHBIE CUCTEMBI, UMEIOIIUE CEPhE3HBIA YPOBEHD 3aLIUTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. TlocrosHHO ycTaHaBnuBaii madtk (IU¢pPOBBIC 3aIlIaTKA, KOTOPbIE aBTOMATHYECKH
YCTAHABJIMBAIOTCS C LENbI0O JOpabOTKH IMpOrpamMMbl) U JApyrue OOHOBIIEHUS CBOEH oOmneparoHHON
cucteMbl. CkaunBail UX TOJBKO ¢ odummanbHOro cairta pazpadorunka OC. Ecnmm cymiecTByeT pexum
aBTOMAaTHYECKOT0 OOHOBJIEHHS, BKIIIOUH €T0;

3. PabGoraii Ha cBOeM KOMIMBIOTEpE MO MpaBaMH TOJIB30BATENs, a HE aJIMHUHHUCTpaTopa. ITO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPaMM MHCTAJUIMPOBATHCS HAa TBOEM MEPCOHATHLHOM
KOMITBIOTEPE;

4. Hcnonws3yl aHTHBHPYCHBIE IIPOIPaMMHBIE TNPOAYKTHl HM3BECTHBIX IPOU3BOJIUTENIEH, C
aBTOMATHUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannypb pU3HYECKHd JOCTYH K KOMITBIOTEPY ISl IOCTOPOHHHUX JIHII;

6. Mcnonp3yit BHENTHIE HOCUTENN HH(POPMALIUK, TaKue Kak (remka, 11ucK nin (aiiin u3 uHTepHeTa,
TOJILKO U3 MPOBEPEHHBIX HCTOYHHUKOB,;



7. He oTkpbIBaii KOMIIBIOTEpHBIE (hailsibl, MOTY4YEHHBIE M3 HEHAJEKHBIX MCTOYHUKOB. [lake Te
(haiisel, KOTOPBIC TIPUCITAT TBOK 3HAKOMBIN. JIydIlie yTOUHH Y HETO, OTIPABIISIT JIM OH TEOE MX.

Cetu WI-FI

Wi-Fi - 3T0 He BHJI mepeaayn JaHHBIX, HE TEXHOJOTHS, a BCEro JuIb OpeH, mapka. Emte B 1991
roAy HujAepiaHackas Kommanusi 3apeructpupoBaia 6pena "WECA", uro o0o3Hauasio ClIOBOCOYETaHHE
"Wireless Fidelity", koTopslii mepeBoanTcs Kak "OGecrpoBOIHAs TOYHOCTH".

Jlo Hamero BpeMeHH jomuia Apyras abOpeBuaTypa, KoTopas sSBJISICTCSI TAKOW JK€ TEXHOJIOTHUEH. DTO
ab0peBmuarypa "Wi-Fi". Takoe Ha3BaHUe OBLIO T1aHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uTo B mepeBojie 03Ha4aeT "BBICOKAs TOYHOCTD".

Ha, OecrutaTHeId HWHTEPHET-AOCTYN B Kade, OTEIIX U adponopTax SBIAETCS OTIMYHON
BO3MOKHOCTBIO BBIXOJ]a B MUHTepHET. Ho MHOIHE 3KCepThl CUUTAOT, 4To oOmenoctynusie Wi-Fi cetu He
SBIISIIOTCS 0€30MTaCHBIMHU.

CoBeThl 10 0€30MacHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsx Wi-fi:

1. He nepenasaii cBoto nuuHyr0 nHpopmanuro yepes obmenoctynusie Wi-Fi cetn. Paborast B HuUX,
KeIaTeIbHO He BBOAMTH MAPOIIH JIOCTYIIA, IOTHHBI i KAKKE-TO HOMEPA;

2. Hcnonb3yit u OOHOBISIH aHTHBUPYCHBIE TMIporpaMMbl W OpaHamayep. Tem caMbIM ThI
o0e3omacuib cedst OT 3aKauKH BUPyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmoun ¢yskmuio "OOmmit moctyn k (dailiaM u mpuHTepam'.
JlanHas (GyHKUMS 3aKpbiTa MO YMOJYAHHUIO, OJHAKO HEKOTOPBIC IOJIb30BATENN AKTHBHPYIOT €€ s
yn00CTBa UCTIOIB30BaHMS B paboTe mim y4eoe;

4. He ucnons3yit nyonuunsii WI-FI s mepenaun AMuYHBIX JaHHBIX, HalmpuMep JJs BBIXOJA B
COLIMAJIbHBIC CETH MJIU B DJIEKTPOHHYIO IOYTY;

5. Ucnonw3yit Tonbko 3amuiieHHoe coenaunenue uepe3 HTTPS, a we HTTP, t.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOunbHOM Tenedone orkmoun ¢ynkuuto "llonkmoyenne k Wi-Fi aBromatnuecku". He
JOMyCKaid aBTOMaTHYECKOTO MOJIKIIIOYEHUS YCTpoiicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.

CouunanbHble ceTu

ConmanbHple CEeTH AKTUBHO BXOAAT B HAaUly JKW3Hb, MHOTHE JIIOAM pPabOTalOT W JKUBYT TaM
NOCTOSTHHO, a B Facebook yske 3apernctpupoBan MuuIHap/] 9eI0BEK, YTO SBISETCS OJHOU CEIbMON BCEX
KHUTENeW IIaHeTbl. MHOTHE IOJb30BaTeId HE MOHMMAIOT, 4TO HMH(OpMAIus, pa3MelleHHas UMH B
COIMAJBHBIX CETAX, MOXKET OBITh HalJIeHa W MCIOJIb30BaHA KEM YrOJHO, B TOM YHCJE HE 00s3aTENbHO C
OaruMu HaMepeHUSIMH.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COHaJIbHBIX CCTAX:

1. Orpannup crnucok Apy3eil. Y TeOs B APY3bsX HE NOJKHO OBITh CIIy4ailHBIX M HE3HAKOMBIX
1)1 (7

2. 3ammman CBOIO YacTHYIO >XKWM3Hb. He ykaswpiBail maponm, TenedoHBI, aapeca, IaTy TBOETO



POXAEHUS W JPYTyI0 JHYHYI0 HMHPOpMALUIo. 3MOYMBIIUICHHUKH MOTYT HCIOJb30BaTh JAaXe
MH(POPMALHIO O TOM, KaK Thl M1 TBOM POJUTENH IUIAHUPYETE IPOBECTU KAaHUKYJIBL;

3. 3amuiail CBOIO pemyTaIuio - IEPKU €€ B YHCTOTE U 33JaBail cebe BOMPOC: XOTEN OBl ThI, YTOOBI
Apyrue TOJB30BaTEIN BUACITH, YTO ThI 3arpyxaenib? [lomymaii, mpexae 4eM 4TO-TO OMYyOJIMKOBATh,
HamucaTh W 3arpy3HTh;

4. Ecau TbI TOBOPUILIB C JIIOJbMHU, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE pealbHOE UMS U APYTYIO
JUYHYI0 HH(GOPMAIIMU: UMSI, MECTO JKUTEIbCTBA, MECTO Y4eObl U IPOYEE;

5. N36eraii pasmenienus potorpaduii B IHTepHeTE, e Tl H300paXKeH Ha MECTHOCTH, 10 KOTOPOM
MOXHO OTIPENICIIUTH TBOE MECTOIIOI0KEHHE;

6. Ilpu perucrpanuu B COUUAIBHON CETH HEOOXOIUMO UCIOIB30BAThH CIIOKHBIE MTAPOJIU, COCTOSIINE
13 OykB ¥ UG U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE &;

7. JInst coumanbHOM CeTH, MOYTHl M JPYTrUX CAaHTOB HEOOXOIUMO HCIIONIB30BaTh pa3HbIE MapOJIH.
Torna ecnu T€0s1 B3IOMaIOT, TO 3JI0YMBIIIJIEHHUKH MTOJIy4aT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE

cpasy.
ONEeKTPOHHbLbIE AeHbIM

DNEKTPOHHBIE JEHBIU - 3TO OYEHb YIOOHBIN CIIOCO0 MIaTeXel, OJJHAKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTST MOJIYYUTh ITH JACHBTHU.

QHCKTpOHHHe JACHBI'M IMOABUIINCH COBCEM HECJABHO 1 UMCHHO HM3-3a 5TOI'0 BO MHOTHX IroCyaapCTBax
A0 CUX IIOP HEC IMPOIMKUCAHO IMMPO HUX B 3aKOHAX.

B Poccum xe oHuM (QyHKUMOHHPYIOT M O HHUX YK€ MPOIMCAHO B 3aKOHE, i€ MX pa3lessioT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HHIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeiiaercss MPOBOAWTH omepanuu 0e3 uAeHTU(UKAIMKU TOJb30BaTeNsi, a B HEAHOHUMHBIX
UICHTH(UKAIUS TTOJIB30BATENS ABISETCS 005S3aTeIHHOM.

Taxxe cnenyeT pa3nuyarh 3JI€KTPOHHbIE (hHaTHBIE ACHBIU (PaBHBI TOCYAApCTBEHHBIM BaJlOTaM) U
ANEKTPOHHBIC HEUATHBIE ICHBIH (HE PaBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI TI0 O€30IaCHOM paboTe ¢ NEKTPOHHBIMH JICHbIaMHU:

1. ITpuBspku K cyeTy MOOMIIBHBIN TeneoH. DTO caMblil YIOOHBIN M OBICTPBINA CIIOCOO BOCCTAHOBHUTH
noctyn K cyery. [IpuBsi3aHHBI TenegoH MOMOXKET, eciau 3al0ynelb CBOH IUIATeXXHBIA Mapoib WIN
3aiJIenIb Ha CAUT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yit onHopa3oBble mapoiu. [locne nmepexona Ha yCHIIEHHYIO aBTOPU3ALUIO TeOe yke He
OyzeT yrpokaTh OIAcCHOCTb Kpa)ku WJIM TepexBaTa IJIaTeXHOIo MapoJs;

3. BeiOepu cnoxsbiii maponb. [IpectynmHukam OyaeT HE NPOCTO YraaaTh CIOXKHBIH Mapodb.
HapnexHble naponu - 3To napoJiu, KOTOpbIe COAEPKAT HE MEHEe 8§ 3HAKOB U BKJIIOYAIOT B c€0s1 CTPOYHBIE U
MpONKCHbIE OYKBBI, HU(PHI U HECKOJIBKO CUMBOJIOB, TAaKHWE KaK 3HAK JI0JU1apa, (pyHTa, BOCKIMLIATEIbHBINA
3HaK ¥ T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSCIIIb.



ONeKTPOHHasA no4Ta

OJNIEKTpOHHAsA TMOYTa - 3TO TEXHOJOTHUS M TMPEJOCTABISIEMBbIE €10 YCIYI'HM MO IMEpPEeChUIKE U
MOJIYYEHHUIO 3JIEKTPOHHBIX COOOIICHUM, KOTOpbIE paCHpelesitoTCs B KOMIbIOTEpHOIH ceTh. OOBIUHO
ANEKTPOHHBIA TIOYTOBBIN SIIUK BBITIISIUT CICAYIOMIMM O0pa3oM: WM _IOJIb30BATENsA(@WUMS_JIOMEHA.
Taxxe kpome nepeaadn IPOCTOro TEKCTa, UMEETCS BOZMOKHOCTh TiepeiaBaTh (ailiibl.

OcHOBHBIE COBETHI IO O€30MAaCHOM paboTe ¢ NEKTPOHHOM IMOYTOM:

1. Hago BbIOpaTh NpaBUIBHBIA IOYTOBBIM cepBUC. B HHTEepHETE €CTh OrpOMHBINH BBIOOD
O€eCIUIaTHBIX TOYTOBBIX CEPBUCOB, OJTHAKO JYYIlE JOBEPATh TEM, KOTO 3HACIIb U KTO IIEPBbIi B PEUTHHTE;

2. He yxka3pBaii B JMYHOW TmouTe JHWYHYI uHGpopmanmio. Hampumep, inyumie BbIOpaTh
"My3bIKaNIbHBINA _(haHaT@" nam "pok2013" BmecTo "Temal3";

3. Hcnonp3yil ABYXAITamHYI aBTOPHU3ALUI0. JTO KOTJa INOMHMMO Naposisi HYXHO BBOJUTH KOZ,
NpUchIIaeMblii 1o SMS;

4. BeiOepu CIIOKHBIN Taposib. J[Is KaXJA0ro MOYTOBOTO SIIMKA JODKEH OBITh CBOWM HAaJICKHBIH,
YCTOMYUBBIN K B3JIOMY MapoJb;

5. Ecnu ectb BO3MOKHOCTB HAMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTB;

6. Mcnonp3yil HECKOJIBKO IMOYTOBBIX SIIMKOB. IIepBbIi 1Jis1 4aCTHOW MEpPENHCKH C aJpecaTaMu,
KOTOPBIM ThI I0BEpsielllb. ITO 3JEKTPOHHBIN aJipec He HaJ0 MCIOb30BaTh IPHU perucTpaiuu Ha Gpopymax
U caiTax;

7. He oTkpbIBaii Gaiiasl U APyTrHe BIOKEHUS B MUChMaX, Ta)Ke €CJIU OHU MPHUIILUIA OT TBOUX JIPYy3€il.
Jlydie yTOYHH y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (ailiibl;

8. [Tociie okoHuaHUs pabOTHI HA TTIOYTOBOM CEPBHUCE MEePe 3aKPHITHEM BKIJIAJIKH C CAaliTOM HE 3a0yb
Ha)xaTb Ha "BriiTn".

Knb6epObynnuHr unu BuptTyanbHoe nsaeBaTesnibCTBO

KuGepOynnuHr - mnpecieoBaHUE COOOIICHUSMH, COAEPXKAIIMMHU OCKOPOJICHHUS, arpecculo,
3aIyrMBaHKe; XyJIUTaHCTBO; COLUATBFHOE OOHKOTUPOBAHHUE C TIOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBHCOB.

OcCHOBHBIE COBETHI 110 OOPKOE ¢ KHOEPOYILTUHTOM:

1. He Gpocaiics B 60ii. Jlydmmii crioco6: mOCOBETOBATHCS Kak ce0sl BECTH H, €CIIH HET TOTO, K KOMY
MOXKHO OOpaTHTBCS, TO BHAYale YCIOKOUTHhCS. EciM ThI HadHENIb OTBEYaTh OCKOPOJICHHSIMH Ha
OCKOPOJIEHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;

2. YrpaBnsii cBoel KubeppenyTaimei;

3. AHOHUMHOCTh B ceTd MHHUMas. CyIIEeCTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 32 @HOHUMHBIM
aKKayHTOM;

4. He crouT BecTH XYJIUTAHCKUN 00pa3 BUPTYyaJdbHOH >Xu3HU. VHTEpHET (UKCHUpYeT BCE TBOH
JEHUCTBUS M COXPAHSIET UX. Y JAIUTh UX OYyJEeT KpaiiHe 3aTPyIHUTEIBHO;



5. CoOumroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHmuHbli HeraTtuB. OJHOpPA30BBIE OCKOPOUTENIBHBIC COOOIICHHS JTydIle
UTrHOpUpOBaTh. OOBIYHO arpeccHst MPeKpaIlaeTcsl Ha HauyaIbHOM CTa/Iny;

7. ban arpeccopa. B nmporpammax o6MeHa MTHOBEHHBIMH COOOIIEHUSIMHU, B COLIMATIBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHH C ONpeesICHHBIX apecoB;

8. Ecom TeI cBupereny kuOepOymmHra. TBOWM JEHCTBUS: BBICTYNIUTH NPOTHUB TMPECTEAOBATENS,
MOKa3aTh €My, YTO €ro JEHCTBUS OLEHHBAIOTCS HETaTHUBHO, MOJAEpXKaTh KEPTBY, KOTOPOHM HY»XKHa
IICUXOJIOTHYCCKAasA IIOMOIIB, COO6H_II/ITB B3pPOCJIBIM O (baKTe arpeCCUBHOIO MOBCACHUA B CCTH.

Mo6unbHbIN TenedoH

CoBpeMeHHbIE CMapT(OHBI U TUIAHLIETHI COAEpXKaT B ceOe BIOJHE B3pPOCHBIA (DYHKIMOHAT, H
Terepb OHW MOTYT KOHKYPHPOBAaTh CO CTAllMOHAPHBIMH KoMIbloTepamMu. OIHAKO, CPENICTB 3alIUTHI IS
MOJIOOHBIX YCTPOWCTB MOKa OYEHb Mayio. TecTHpoBaHKE U TOUCK YSI3BUMOCTEH B HUX MPOMCXOIUT HE TaK
WHTEeHCHUBHO, Kak jutst [1K, To ke camoe kacaeTcss 1 MOOWIIBHBIX TIPHIIOKCHHUH.

CoBpeMeHHBIE MOOHMIIBHBIE Opay3ephl YK€ MPaKTHYECKH JOTHAIM HACTOJbHBIE aHAJOTH, OJIHAKO
pacimpenne GyHKIIMOHaIa BIEUET 32 COO0M OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alIUIIEHHOCTb.

Jlanexo He Bce MPOU3BOJAUTEIM BBITYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOLINE KPUTUUECKUE YSI3BUMOCTH
JUIsL CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIsi 06€30MaCHOCTH MOOMIILHOTO TeliepoHa:

Huuero He sBisieTcs mo-HacToseMy OecruiaTHeIM. Byib 0cTOpoKeH, Belb Kor/ia Tede mpeiararoT
OecraTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBIThI KAKHUE-TO TIATHBIE YCIYTH;

Hymaii, npexxae yeM otnpaBuTb SMS, ¢orto umu Buzpeo. Thl TOYHO 3Haemib, re OHM OyIyT B
KOHEYHOM HuTOre?

Heo6xoa1Mo 0OHOBIATE ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(hOHA;
Hcnonp3yli aHTUBHPYCHBIE TPOTPAMMBI IS MOOMIIBHBIX TEIe()OHOB,

He 3arpyxait npuiiosxeHus: OT HEM3BECTHOTO MCTOYHUKA, BEIb OHU MOTYT COJIEPXKAaTh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocie Toro kak Thl BBIMJACIIbL C CalTa, T/l BBOJWJ JIMUYHYIO WH(OpMAIUIO, 3al B HACTPOUKH
Opay3epa u ynanu cookies;

[Tepuoanuecku nmpoBepsiii, KakKe IUIATHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOMJIBHOrO Tele(OHAa TOJBKO JIOASM, KOTOPBIX Thl 3HACHIb U KOMY
JIOBEpSICIIIb;

Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTAA Thl UM HE TOJb3yelibes. He 3a0bIBail HHOTIa TPOBEPSTH
3TO.

Online vrpsbl



CoBpeMeHHbIC OHJIAHH-UIPBI - 3TO KPAacCOYHbIE, 3aXBaThIBAIOIIME DPA3BICUYEHUS, OOBEAMHAIOLIME
COTHH THICSY YEJIOBEK 10 BceMy MHpPY. TpOKHU MCCIeAYIOT JaHHBIM UM MHp, OOIIAI0TCS IPYT C APYTOM,
BBITIOJHAIOT 3aJaHusl, CPaXKarTCs C MOHCTPAMM M IOJIYYarOT OMNBIT. 3a YJOBOJIBCTBUE OHHM ILIATAT:
MOKYMNAIOT JTUCK, OIUIAYMBAIOT ADOHEMEHT MJIH MPHOOPETAIOT KAKHEe-TO OIIUH.

Bce st cpenctBa MIyT Ha MOJJAEpKaHME U pPa3BUTHE WUIPhI, a TakKe Ha caMmy Oe30MacHOCTH:
COBEpIICHCTBYIOTCS CHCTEMbl aBTOPH3AILlMH, BBIMYCKAIOTCSI HOBBbIE NaTud (UHU(pOBBIE 3aIrIaTKH IS
MporpamMmm), 3aKpbIBalOTCS ySI3BUMOCTU CEPBEPOB.

B HO,I[O6HBIX urpax CTOUT oOIllacaTbCd HE CTOJIBKO CBOMX COIICPHHUKOB, CKOJIBKO KpaXu TBOCTO
napoJjisgd, Ha KOTOpOM OCHOBaHa CUCTEMaA aBTOpHU3allUU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 10 O€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit urpok Bener cedsi IIOXO WM cO3AaeT TeOe HEeNpHUSATHOCTH, 3a0JIOKUpPYH €ro B
CIIMCKE UTPOKOB;

2. Tloxamylicds agMUHUCTpAaTOpaM WIPhl Ha IUIOXO€ IIOBEIEHUE JTOI0 HUIPOKA, JKEIATEIBHO
MPUIIOKHUTH KaKHe-TO I0Ka3aTeIbCTBA B BUJIE CKPHHOB;

3. He yka3bIBaii Tu4YHYI0 HHPOPMALIUIO B podaiiie urpsl;
4. YBaxkall Ipyrux y4acTHUKOB I10 UIPE;

5. He ycranaBnuBaii Heo(uIHaIbHbIC TTATYH ¥ MO/IBI;

6. Mcnionp3yil ClI0KHBIE U pa3HbIe 1apOJIy;

7. Haxe BO BpeMsl UTpbl HE CTOUT OTKJIKOYaTh aHTUBUpYC. [loka Thl urpaemb, TBOH KOMIIBIOTED
MOTYT 33pa3HTh.

PULWINHT Unn KpaXxa NMN4YHbIX AaHHbIX

OOBIYHON Kpaxkeill JeHer M JOKYMEHTOB CETOJHS YK€ HHKOTO HE YAWBHUINb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHHA 3JOYMBINIUICHHUKH IEPEMECTHIIMCh, B WHTCPHET, W IPOJOJDKAIOT 3aHUMAThCS
"TIF0OUMBIM" 1EJIOM.

Tak mosiBUIIach HOBasi yrpo3a: MHTEPHET-MOLICHHUYECTBA WM (DUIIMHT, TJIaBHAsl LEJb KOTOPOTO
COCTOMT B TOIYyYCHWH KOH(QHWACHIMAIBHBIX IaHHBIX I[OJb30BaTeNeld - JOrmHOB W maposieil. Ha
aHrIMKCKOM s3bIke phishing untaetcst kak gumuHr (ot fishing - peiGHast 10B1s, password - apoJb).

OCHOBHBIE COBETHI 110 OOPHOE C PUIITHHTOM:

1. Cnenu 3a cBOMM akKKayHTOM. Ecnmu ThI mojo3peBaelib, 4TO TBOSI aHKETa ObLIa B3JIOMaHA, TO
HE00X0MMO 3a0JIOKHPOBATh €€ U COOOIIUTEH aAMUHUCTpATOPaM pecypca 00 3TOM Kak MOYKHO CKOpEE;

2. Ucnonb3yit 6e30macHbie BeO-CaThI, B TOM YUCJIEe, HHTEPHET-Mara3uHoOB U TTIOMCKOBBIX CUCTEM;

3. Hcmonws3yil CclnoXKHBIE W pasHble MMapoyd. TakuM o0pa3oMm, eciu TeOs B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKY NTOJIY4YaT JOCTYII TOJIBKO K OJTHOMY TBOCMY HpO(l)I/IJHO B CCTH, a HE KO BCEM,



4. Ecnu T1ebs B31OMaNM, TO HEOOXOAMMO TMpPENyNpeluTh BCEX CBOMX 3HAKOMBIX, KOTOpBIC
no0aBiieHbl y T€OS B APY3bsX, O TOM, YTO TeOS B3JIOMaad M, BO3MOXHO, OT TBOEro MMEHH OyaeT
pacchlIaThCs CIIaM U CCHUIKHM Ha (PUILMHTOBBIE CAUTHI;

5. YcranoBu HanexHbI maposb (PIN) Ha MoOWIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHe mapois B Opaysepe;

7. He oTkpbiBaii daiiasl 1 APyTHe BIOKEHUS B MUChMaX, Ta)Ke €CJIU OHU MPHUIIUTA OT TBOUX JIPYy3€il.
Jlyuie yToyHM y HUX, OTIIPABIISUIN JIU OHU TeOe 3Tu (ailibl.

LUudpoBas penytauus

[MudpoBas penyramuss - STO HETaTWBHAs WJIM TIO3WTHBHAs WHGOpMalus B ceTH O Teoe.
Kommpomerupytomias nHpopMais, pa3MeIieHHas B HHTEPHETE, MOXKET CePhe3HBIM 00pa30oM OTPa3HTHCS
Ha TBOeH peanbHOU ku3HM. "lludpoBas penyramusa" - 3TO TBOM MMHIK, KOTOPBIM (opmupyercs u3
uHpopmanuu o Tebe B MHTEpHETE.

TBoe MeCTO >XKHUTENbCTBa, y4eObl, TBO€ (HUHAHCOBOE IIOJOKECHHE, OCOOCHHOCTH XapakTepa |
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBACTCS B CETH.

MHorue noapoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJUKalUK JU4HON nHpopmanuu B MIHTepHeTe,
HE MOHMMAasi BO3MOXHBIX MocieACTBHM. Thl naxe HE CMOXKeIIb J0rafaTbcsl O TOM, yTo Qororpadus,
pa3MelieHHast 5 JIeT Ha3a, CTala MPUYMHOM OTKa3a MPUHATH Te0s Ha padoTy.

KoMmmenTapuu, pasmemenue TBoux (ortorpaduili U Ipyrue ACHCTBUS MOTYT HE MCUE3HYTh JaXe
nocje TOro, Kak Thl UX yJanulib. Thl HEe 3HAClIb, KTO COXPaHWI 3Ty MH(OpMaIUIo, Momnaia i OHa B
MIOMCKOBBIE CHCTEMBl M COXPAHWIACh JIM OHA, a IVIABHOE: YTO MOAYMAIOT O TeOe OKpYXKarollue oAU,
KOTOpBbIE HAWAYT M YBUAAT 3T0. HailTu nH(pOpMaIMiO MHOTO JIET CIIyCTs CMOKET JIF00O0H - KaK U3 JOOPhIX
noOy»KAE€HUH, TaK U C HAMEPEHUEM IPUYMHUTD Bpe. ITO MOKET OBITh KTO YTOJHO.

OCHOBHBIE COBETHI IO 3aLTUTE TUPPOBON permyTaIiu:

1. Tlomymaii, ipeke 4eM 4To-TO MyOJIMKOBAaTh M TMEpeaaBaTh y ceds B OJIOre WM B COIMATBLHOMN
CeTH;

2. B mHacrpoiikax mpo¢uis yCTaHOBH OIPAaHUYEHHUS HA IPOCMOTP TBOEro MNpoduias U ero
COZIEPIKUMOTO, CAeIal ero ToJIbKO "miis npy3ei”;

3. He pa3memiaii u He ykasbiBail MH(OpMAIMio, KOTOpas MOXET KOro-au0o OCKOpOJIATh WU
O0MXaTh.

ABTOpCKOE npaBo

CoBpeMeHHbIE MIKOJbHUKH - aKTUBHBIE MOJIb30BaTENH HMUPPOBOro mpocTpaHcTBa. OAHAKO NaieKko
HE BCE 3HAIOT, YTO MOJIH30BAHUE MHOTHMHU BO3MOXXHOCTSIMH LIU(POBOTO MUpa TpeOyeT COoOII0IeH s TpaB
Ha UHTEJJIEKTYalbHYI0 COOCTBEHHOCTb.

TepMuH "HHTENIEKTYaIbHAs COOCTBEHHOCTH" OTHOCUTCS K PAa3UYHBIM TBOPEHHUSM UYEJIOBEUECKOTO
yMa, HauMHasi ¢ HOBBIX HU300peTeHUl U 3HAaKOB, 0003HAYAIOLINX COOCTBEHHOCTh Ha MPOAYKTHI U YCIIYTH, U
3aKaH4YMBasi KHUraMu, pororpadusaMu, KWHOQUIBMaMH U MY3bIKaIbHBIMU TPOU3BEICHUSMHU.



ABTOpCKHE TIpaBa - 3TO MpaBa HAa MHTEJIEKTYaJbHYI0 COOCTBEHHOCTb Ha MPOM3BEACHUS HAYKH,
JUTEpaTyppl M UCKycCTBa. ABTOPCKHE IIpaBa BBICTYNAIOT B KayeCTBE TApaHTUM TOTO, YTO
MHTEJUICKTYaJIbHBII/TBOPUECKUI TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeIINBbIC
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysibTaTaX CBOETO TPYAad, MOIYYUTh U3BECTHOCTHh M Mpu3HaHue. HukTo
0e3 paspelieHusi aBTopa HE MOXET BOCIPOU3BOAMTH €r0 MPOU3BEIEHHE, PacIpOCTPaHATh, MyOINIHO
JNE€MOHCTPUpPOBaTh, IMpoJaBaTh, HMIIOPTUPOBATh, MyCKaTb B MpPOKaT, MyOJIMYHO HCIOJHSATS,
MOKa3bIBaTh/UCHIONHATH B 3upe miu pazmeniats B HTepHere.

Hcnonp3oBanue "muparckoro” mporpaMMHOIO OOECIeUEHHsI MOXKET MPUBECTH K MHOTUM PHCKaM:
OT TNOTEpU JAHHBIX K TBOMM aKKayHTaM J0 OJIOKHPOBKHM TBOErO YCTPOWCTBA, IJl€ YCTaHOBJIEHA
HelerajgbHass mporpamMMa. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTallbHble M OecIulaTHbIC
IIPOrpaMMBbl, KOTOPbIE MOXKHO HAWTH B CETH.

O noprane

CeteBu4oK.p( - TBO TJIaBHBIA COBETYHK B CETU. 37€Ch Thl MOXKEIITb Y3HATh O O€30MacCHOCTH B CETH
MNOHATHBIM W JOCTYIIHBIM S3bIKOM, a IIPU BO3HHUKHOBCHUU KpHTH‘ICCKOﬁ CUTyalluun O6paTI/ITBC$I 3a
COBETOM. A Tak)Ke MPUHATH yUYaCTHE B KOHKYpPCAX U CTaTh CAMBIM LIU(PPOBBIM IPAXKIAHUHOM !

ITpunoxxenne N 3
NAMATKA oNns POAUTENENA OB UHOOPMALIMOHHOWU BE3OMNACHOCTU OETEN

Onpenenenne TepmuHa "wH(MOpManuoHHas Oe3omacHOCTh nereil” comepxkutcs B DemeparbHOM
3akoHe N 436-D3 "O 3ammTe nerei oT MHGOPMAIIMH, IPUUUHSIONICH BpeJl MX 30POBBIO U Pa3BUTHIO",
PETyIHUPYIOMIUM OTHOILIEHUS, CBSI3aHHBIE C 3aIIUTON neTed oT MH(OpMalMH, NPUUMHSAIOMENH Bpea HUX
310pOBbIO U (MiK) pa3BuTuio. CorinacHo JaHHOMY 3aKOHY "HH(OpMaIlmoHHas 6€30MacHOCTb JeTel" - 3TO
COCTOSIHME 3alUIIEHHOCTH, IIPU KOTOPOM OTCYTCTBYET PUCK, CBSI3aHHBIN ¢ MPUYMHEHUEM HH(OpManuei
BpeJla X 37I0POBbIO U (WIH) PU3UIECKOMY, ICUXUYECKOMY, TYXOBHOMY, HPABCTBEHHOMY Pa3BUTHIO.

B cuny ®enepanbaoro 3akona N 436-D3 undopmarmed, IpUIUHSIONICH Bpe/l 310POBBIO0 U (HWJIN)
Pa3BUTHIO ETEH, SIBIISACTCS:

1. nadopMmarnus, 3anpernieHHas Jjisl paclpOCTPAHECHHS CPeIn JACTEH;

2. uHpopMaIus, pacCIpOCTpaHEHUE KOTOPOH OrpaHUYCHO CPEIH ACTEH ONMpEeNeICHHBIX BO3PACTHBIX
KaTeropuii.

3. K uadopmarnum, 3arpeneHHo Just pacripoCTpaHeHHsI CPEeIH I€Tei, OTHOCUTCS:

4. undopmarus, MoOyKIarommas JeTe K COBEPIICHUIO NEHCTBUM, MPEACTABISIONUX YIPO3y HX
KU3HH | (WJIU) 37J0pPOBBIO, B T.4. MPUYNHEHUIO BPE/la CBOEMY 3/I0POBbIO, CAMOYOHNCTBY;

5. cmocOGHOCTH BBI3BATH y JETEH KellaHHe YIOTPEeOUTh HAPKOTHYECKUE CPEICTBA, IICUXOTPOIHbIE U
(W) oaypMaHMBAIONIME BEIIECTBa, TabauyHbE W3ACIHS, AaJKOTOJBHYI0O M CIHUPTOCOIAEPKAIIYIO
MNpOAYKIMIO, TMBO U HAIMUTKH, U3TOTABJIMBACMBIC HAa €TO OCHOBC; NPHUHATH YUACTHUC B A3aPTHLIX HUI'PaAX,
3aHUMAThCS IPOCTUTYLUEH, OPOISHKHIYECTBOM HITH ITONPOIIAHHYECTBOM;



6. 000CHOBBIBAIOIIAs] WJIM OIPABIBIBAOLIAS JOIMYCTUMOCTh HACHIMS M (WJIM) KECTOKOCTH JHOO
o0y kAarolasi OCyIIEeCTBIIATh HACHJIbCTBEHHbIE JEHCTBUS M0 OTHOUIEHHUIO K JIFO/IIM U JKUBOTHBIM;

7. oTpUIIaIOIIAs CeMEHHbIe IIEHHOCTH U (POPMHPYIOLIasi HEYBaXKEHHUE K POAUTEISIM U (MITH) APYTUM
YJIEHAM CEMbBHU;

8. ompaBabIBAOIIAS MPOTUBOIIPABHOE TTOBEACHUE;
9. comeprkariasi HEIEH3ypHYIO OpaHb;
10. coneprxkarast ”HGOPMAIHIO TOPHOTPAPUIECKOTO XapaKTepa.

K undopmanuu, pacrnpocTpaHeHHEe KOTOPOH OTpaHUYEHO CPelH JeTel OmpeeseHHOro BO3pacTa,
OTHOCHUTCSI:

1. uapopmanus, npeacTaBisgeMas B BII€e N300paKEHHs UM OMMCAHUS )KECTOKOCTH, (PU3NYECKOTO U
(M1IM) ICUXUYECKOT0 HACUIIHS, TPECTYIUIEHUSI WIIM MHOTO aHTHOOIIECTBEHHOTO JEHCTBUS;

2. BBI3BIBAOLIAS y JIETEH CTpax, y)Kac WM MaHHUKY, B T.4. MpeJCTaBisieMas B BUIC M300paKeHHUS
WIA ONMCAaHUS B YHIDKAIOUIEH 4YelOoBEYECKOe JOCTOMHCTBO (hOpME HEHACHIIBCTBEHHOH CMepTH,
3a0oJeBaHus, CAMOYOHIICTBA, HECYACTHOIO CIIydasi, aBapHH WM KaTacTpodbl U (MIIN) UX MOCIEICTBHH;

3. mpeacTaBisieMas B BUJIC H300pa)KEHUS WIIA OMTMCAHUS TIOJIOBBIX OTHOIICHUH MEXIY MYKXKIHMHOU 1
JKCHIITMHOM;

4. conepxarasi OpaHHBIE CIIOBa U BRIPAXKEHUS, HE OTHOCAIINECS K HEIIEH3YPHOU OpaHH.

C yuerom storo Bam mnpesmmaratorcsi mpaBmia paboTel B cetHm MHTEpHET i pa3iudHBIX
BO3PACTHBIX KAaTEropui, COOII0IEHUE KOTOPBIX MO3BOJIUT 00ECTIEYNTh HHPOPMALMOHHYIO 0€30MacHOCTh
BalllUX JCTEH.

O6wue npaBuna ans poauTenen

1. He3aBucumo oT Bo3pacta peOeHKa HCHOJIb3yHTe MporpaMMHOE OOecredeHue, MOoMoraromiee
¢uIbTpOBaTh M KOHTPOJIUPOBATh HH(OpMAIMIO, HO HE IOJIaraiTech NOJHOCThIO Ha Hero. Bamre
BHHUMaHUE K peOEHKY - TJIaBHBII METO/ 3alllUThI.

2. Eciu Bam pebGeHOK MMeeT akKayHT Ha OJHOM H3 couuanbHbIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakte.ru u T.m.), BHMMaTeNbHO H3y4YUTE, KaKyl0 HH(POPMALMIO TOMEINAIOT €ro
YYaCTHUKH B CBOMX MPOMIIsIX U O1orax, BKIovas otorpaduu U BUIIEO.

3. IlpoBepbTe, C KakUMHU APYrUMH CalTaMH CBs3aH COLMAIBHBIA cepBuc Bamero peOeHKa.
Crpannuku Bamero pebenka Moryr ObITh 0O€30macHBIMH, HO MOTYT U COAEpXaTb CCBUIKA Ha
HEeXeJaTellbHble M ONacHble CalThl (HampuMmep, MOPHOCAUT, WM CAMT, HA KOTOPOM APYr YIIOMHHAeT
HOMEp coTOBOTO TenedonHa Bamero pedbenka win Bam nomantauii aapec)

4. IMoompsiite Bamux nereit cooOmarTs 060 BCeM CTPAaHHOM MM OTTAJIKUBAIOIIEM M HE CIHIIKOM
OCTPO pearupyiTe, KOrga OHU 3TO JIeNaloT (M3-3a ONAcEeHUs MOTEepATh AOCTyN K VHTepHeTy neTtu He
TOBOPSAT POJIUTENSAM O Ipo0iieMax, a TakyKe MOTYT HadaTh UCIOJIb30BaTh VIHTEpHET BHE JOMa U LIKOJIBI).

5. Bynere B Kypce cereBoii xu3Hu Bamrero pedenka. MHTEepecyiiTech, KTO UX Apy3bs B MHTEpHET
TaK e, KaKk HHTEPECyeTeCh PealbHBIMU IPY3bSIMH.



BospacTt ot 7 go 8 net

B NuTepHeTe peOCHOK cTapaeTcsl MOCETUTh T€ WM MHBIC CANTBI, @ BO3MOXKHO U YaThl, pa3pericHue
Ha TOCELICHHE KOTOPHIX OH He MOJMy4ywsl Obl oT pomuteneil. [loaTomy poaurensiMm 0COOEHHO MOJE3HBI
OyAyT Te€ OT4YeTbl, KOTOpBIE MPEJOCTABISIIOTCS NPOrpaMMaMHU [0 OTPAHUYEHHIO HCIOJIb30BaHUS
WutepHera, T.e. PoauTenbckuii KOHTPOIb WM TO, YTO Bbl CMOXKETE YBHJETh BO BPEMEHHBIX (aiinax. B
pesyabTare, y pebeHka He OyJaeT OLIYIIeHHWs, YTO 3a HUM BEIETCS MOCTOSHHBIN KOHTPOJb, OJHAKO,
poautenu OyAyT MO-IIPEXHEMY 3HATh, KaKHe CalThl mocemaeT ux peOeHoK. JleT B 1aHHOM Bo3pacTte
00J1aZ]al0T CUJIBHBIM YYBCTBOM CEMbHU, OHU JOBEPUYUBBI U HE COMHEBAIOTCA B aBTOpuTeTax. OHU 00T
UTPATh B CETEBBIC UI'PBI U IIyTEHIECTBOBATH 110 MIHTEpHETY, NCIIOIB3Ys ANEKTPOHHYIO MOYTY, 3aXOIUTh Ha
CaMTHI M YaThl, HE PEKOMEHAOBAHHBIE POJIUTEISIMH.

Cogertsl o Oe3zomacHocTy B ceTd MHTEpHeT U1t nereit 7 - § ner

1. Co3pgaiiTe CIMCOK AOMAITHUX TIPpaBUII mocenieHus HTepHeTa mpu y4yacTuu JAeTeil U TpeOyilTe ero
BBITIOJIHCHUA.

2. TpeOyiiTe oT Bamero pebenka coOMoAeHUS BPEMEHHBIX HOPM HaXOXKJICHHS 32 KOMITBIOTEPOM.
[Toxaxxute pedbenky, uro Ber Habmomaere 3a HUM He MOTOMY uTO Bam 3T0 Xodercs, a motoMy 4to Bar
OecrokouTech 0 ero 6€30MacCHOCTH U BCET/1a TOTOBBI €My TOMOYb.

3. Kommprotep ¢ moakimtoueHneM K WHTepHETy MOJDKEH HaXOIWUThCS B OOIIEH KOMHATE IO
IIPUCMOTPOM POJUTEIECH.

4. Uctionp3yiiTe cenualibHbIE IE€TCKUE MONCKOBBIE MAIIIMHBI.

5. Hcnonp3yiiTe cpeicTBa OJIOKUPOBAHMS HEXKENATEIIbHOTO KOHTEHTAa KakK JIOTIOJHEHHE K
CTaHAApPTHOMY POIHMTENBCKOMY KOHTPOJIIO.

6. Co3pgaiiTe CeMEWHBIN SIEKTPOHHBINA SIIMK, YTOOBI HE TMO3BOJIUTH JIETSAM HMETh COOCTBEHHBIC
azapeca.

7. brnokupyiite goctyn K cailitaMm ¢ OecIIaTHBIMA TOYTOBBIMU SIIIUKAMH C  ITOMOIIBIO
COOTBETCTBYIOIIETO MPOrPaMMHOTO 00eCTICUeHUSI.

8. Ilpmyunte nereit coBeroBaThcs ¢ Bamu mepen omyOnMKOBaHMEM KaKOW-THOO WHGOpMAIUN
CpeACTBaMU 3JICKTPOHHOM MOYTHI, YaTOB, PETUCTPALMOHHBIX (GOPM U TpodHIIei.

9. Hayuute nereii He 3arpyxath (aitibl, IpOrpaMMbl UM MY3BbIKY 0€3 BaIllero COTJIacusl.
10. He pa3pemaiite geTsM HCIOJIB30BaTh CIYKObI MTHOBEHHOT'O OOMEHa COOOIICHUSIMHU.

11. B "GenpIii" cIMCOK CaTOB, pa3pelICHHBIX JJIS TIOCEIIEHUS, BHOCUTE TOJIBKO CANTBI C XOPOIIEH
penyranuen.

12. He 3a0biBaiiTe OecenoBath C JeThbMU 00 MX JpYy3bsix B MHTepHeTe, Kak eciiu Obl peyb Ijia O
IPY3bsiX B pEAIbHOM KU3HH.

13. He pemaiite "TaOy" W3 BONPOCOB MOJOBOW KW3HH, TaK Kak B VIHTEpHETE HETH MOTYT JIETKO
HaTKHYTHCS HA MOPHOTPAdUIO WIIA CAUTHI " 17151 B3POCIBIX .



14. Tlpuyuute Bamero pebenka cooOmarh BaM O JIOOBIX yrpo3ax WM TPEBOTax, CBS3aHHBIX C
HNuTtepuerom. OcraBaiiTech CIIOKOWHBIMU W HAMIOMHHUTE ACTSAM, YTO OHM B O€30MMACHOCTH, €CIIH CaMH
pacckazaqu BaM O CBOMX TpeBorax. lloxBamuTe MX M IOCOBETYHTE IMOJOMTH emie pa3 B MOIAOOHBIX
CIIy4dasx.

Bo3spacTt geteun ot 9 oo 12 ner

B nanHOM Bo3pacTe neTH, Kak MpaBUIIO, YK€ HACIBIIIAHbI O TOM, Kakas HH(pOpMalus CyIIeCTBYET B
Nuteprere. CoBEpHIEHHO HOPMAJIBHO, YTO OHU XOTSAT 3TO YBUIETh, MPOUYECTh, yciablaTe. [Ipu sTom
HY>KHO IOMHUTb, YTO JOCTYI K HEXKEJIaTeIbHBIM MaTeprajiaM MO>KHO JIETKO 3a0JIOKUPOBATh MPH MTOMOIIU
cpenctB Ponurensckoro KOHTPOIIS.

CoBeTbl 10 0€30I1acCHOCTH [T neTeit oT 9 o 12 ner

1. CoznaiiTe criMCOK IOMAUTHUX MPaBUi HocemeHust HTepHeT npu y4acTuu aereil u Tpedyiite ero
BBITIOJTHEHUS.

2. TpeOyiite ot Barmero pebenka coOaro1eHUsI HOPM HaXOXKJCHHS 32 KOMITBIOTEPOM.

3. HabGmromaiite 3a peOCHKOM MpU paboTe 32 KOMIBIOTEPOM, IMMOKAKHUTE €My, YTO Bl OecriokonTech
0 ero 0e30MacHOCTH M BCErla TOTOBBI OKa3aTh €My MTOMOIII.

4. KommbploTep ¢ MOAKITIOYEHHEM B VIHTEpHET MODKEH HaXOIUThCs B OOIIEH KOMHATe Mo
MPUCMOTPOM POAUTENEH.

5. Hcnonp3yiiTe cpeicTBa OJIOKUPOBAHMS HEXKENATEIIbHOTO KOHTEHTAa KakK JIOTIOJHEHHE K
CTaHAApPTHOMY POIHMTENBCKOMY KOHTPOJIIO.

6. He 3a0bIBaiiTe mpuHUMAaTh HEMOCPEICTBEHHOE yJacTHE B XKHU3HU peOeHKa, OeceoBaTh ¢ IeThbMH
00 ux apy3bsx B MIHTEepHeTE.

7. HacraumBaiiTe, uToObl J€TH HUKOT/Aa HE COTJAIAINCh HAa JIMYHBICE BCTPEUU C JPY3bSIMH TIO
HNutepnery.

8. ITo3BousAiiTe AETSIM 3aXOUTh TOJIBKO HAa CATHI U3 "Oeroro" crucka, KOTOPBINA CO3aiiTe BMeCTe ¢
HUMHU.

9. IlpuyunTe neTeit HUKOTIa He BhIAaBaTh JUYHYIO WH(OPMAITUIO CPEJCTBAMHU JIEKTPOHHOM IMOUTHI,
YaToB, CUCTEM MIHOBEHHOT'0 0OMEHa COOOIIEHUSMH, PETUCTPAIIMOHHBIX (POPM, IMYHBIX NpoduiIel u npu
perucrpanuu Ha KOHKypchl B IHTepHeTe.

10. Ilpuyunte nereii He 3arpyxath nmporpammsl 6e3 Barmero paspemenus. O0bACHUTE UM, YTO OHH
MOTYT CIIy4ailHO 3arpy3UTh BUPYCHI WJIU JIpYTO€ HeXelaTeabHOe IPOrpaMMHOE 00ecTIedeHUE.

11. Coznaiite Bamemy peOeHKy OrpaHUYEHHYIO YYETHYIO 3alUCh JJIs pabOThl Ha KOMIIBIOTEPE.

12. IIpuyunte Bamero peGeHka cooOmaTh BaM O JIFOOBIX Yrpo3ax WM TPEBOTAX, CBSI3aHHBIX C
WutepHerom. HamoMHuUTE A€TAM, 4TO OHU B O€30MACHOCTH, €CITM CAMHU PACCKa3ald BaM O CBOUX TPEBOTax
Y OTTACCHUSX.

13. Pacckaxute nersm o mopHorpaduu B UnTepHeTe.



14. HacrauBaiite Ha TOM, YTOOBI JE€THU MPEIOCTABILIA BaM JOCTYI K CBOEH 3JIEKTPOHHOW IOYTE,
YTOOBI BBl YOSAMIIUCH, YTO OHU HE OOIIAIOTCS C HE3HAKOMIIAMH.

15. OObsicHUTE AETSAM, YTO HEJb3s HCIOIb30BaTh CETh JUIS XYJIMTAHCTBA, PAaCIpPOCTPAaHCHHS
CIUIETEH WK YIPO3.

BospacTt geteun ot 13 oo 17 netr

B sTrom BO3PAacCTC NOAPOCTKU aKTUBHO UCIIOJB3YIOT ITIOMCKOBBIC MAIIINHELI, ITOJIB3YHOTCA BHGKTpOHHOﬁ
MOYTOM, CIIy’)kOaMH MTHOBEHHOTO OOMEHA COOOIICHUSIMHU, CKAYMBAIOT MY3bIKY U (priibMbl. Mallbunkam B
3TOM BO3pacTte OOJIbIIE 110 HpaBy CMETaTh BCe OTPaHUUYCHUS, OHU JKaXIyT Ipy0oro 1oMopa, a3apTHBIX UTP,
KapTUHOK "171s1 B3pocibiX". JICBOUKHM MPEANOYNTAIOT OOMIAThCA B YaTaX, MPU 3TOM OHHU ropaszzio Oosee
YYBCTBUTCIIbHBI K CCKCYAJIbHBIM JJOMOTAaTCIILCTBAM B I/IHTepHeTe.

3a4acTyro B JaHHOM BO3PACTE POAUTENSAM YK€ BECbMa CII0XKHO KOHTPOJIIMPOBATH CBOMX AETEH, TaK
Kak 00 MHTepHeTe OHM YK€ 3HAIOT 3HAYMTENBHO Oonblle cBouX poautened. Tem He MeHee, He
oTrmyckaiite aerei B '"cBoOomHoe mmiaBanue" mo HMHrepHery. CrapaiiTech akTHBHO Y4YacTBOBaTh B
obmenun pedbenka B IHTEpHETE.

BaxxHo mo-npexxHemy cTporo co0iroaate npasuia MHTepHET-0€30aCHOCTH - COTJIAllIEHHE MEXIy
poourensiMu M AetbMu. Kpome Toro, HeoOXOAMMO KaK MOXHO 4Yalle MpOCMaTpuBaTh OTYETHI O
nesrenbHocTH nerei B MutepHere. Cremyer oOpaTuTh BHMMaHHME Ha HEOOXOTUMOCTH COJCpPKAHUS
POIOUTENBCKUX TMapojel (maposneld aJMUHHCTPATOPOB) B CTPOIOM CEKpeTe M 0OpaTUTh BHUMAHUE Ha
CTPOroCTh 3THUX IApOJIEH.

Cogertsl 10 0e30macHOCTH B 3TOM Bo3pacte oT 13 1o 17 ner

1. Co3paiiTe CNHMCOK AOMAIIHUX MpaBwil MocemeHus MHTepHera mpu ydacTHMM MOJIPOCTKOB H
TpeOyiiTe 6e3ycnoBHOrO ero BbIMOMHEHUS. OOroBopuTe ¢ PEOCHKOM CIHCOK 3alpelleHHBIX CalTOB
("uepHsiii circok"), ackl paboThl B UHTEpHETE, PYKOBOICTBO 10 00IIeHHI0 B IHTEepHETE (B TOM YHCIIE B
yaTax).

2. Kommbrotep ¢ noaxiIoueHreM K ceTi IHTepHeT JOKeH HaXOJUThCs B 00IIel KOMHATe.

3. He 3a0miBaiiTe OecenoBath C AeThbMHU 00 UX IpYy3bsix B MIHTEpHETE, O TOM, YeM OHH 3aHSATHI TAKHUM
o0Opa3om, OyATO pedb UAET O JIPY3bsiX B pealibHOH *ku3HU. CHpalmBaiTe O JIOIIX, C KOTOPBIMH JCTH
00IIAI0TCSI IOCPEACTBOM CITY>KO MTHOBEHHOTO OOMEHA COOOIICHHUSMH, YTOOBI YOSTUTHCS, YTO ATH JIIOIN
UM 3HAKOMBI.

4. Hcnonws3yiiTe cpenctBa OJOKHPOBAHHUS HEXKENATEILHOTO KOHTEHTAa Kak JOTOJHEHHE K
CTaHJAPTHOMY POIMTENECKOMY KOHTPOJIIO.

5. HeoOGxomuMo 3HaTh, KaKMMHU dYaTamHu TOJIB3yiOTcs Bamm nmeru. Iloompsiite wmcmoib30BaHUE
MOJICpUPYEMBIX YaTOB M HACTAUBANTE, YTOOBI IETH HE OOIIAINCH B IPUBATHOM PEKUME.

6. HacramBaiiTe Ha TOM, 4YTOOBI JE€TH HHUKOTJAa HE BCTPEYAIUCh JIMYHO C APY3bSIMH M3 CETH
HNuTtepner.

7. Ilpuyuute nereil He BbIJABATh CBOIO JMUYHYIO MH()OPMAIMIO CPEACTBAMU SJIEKTPOHHOM IOYTHI,
4aTOB, CUCTEM MTHOBEHHOTO OOMEHa COOOIICHUSMHU, PETUCTPAIIMOHHBIX (OPM, TUIHBIX MPOPUIICH U TTPH
perucTpanmy Ha KOHKypchl B IHTepHeTe.



8. [Ipuyunte neteil He 3arpyxarh nmporpaMmmsl 6e3 Bamero paspemenus. OObsICHUTE UM, YTO OHU
MOTYT CIIy4aifHO 3arpy3UTh BUPYCHI WJIU JIpYrO€ HeXelaTeabHOe IPOrpaMMHOE 00ecTIedeHHE.

9. Ilpuyunte Bamero pebeHka cooOmaTe BaM O JIIOOBIX Yrpo3ax WIM TPEBOTaX, CBS3aHHBIX C
WnuTepHerom. HanoMHuTe 1€TsIM, 4YTO OHU B GE€30IIaCHOCTH, €CJIM CaMM paccKas3alld BaM, O CBOUX Yrpo3ax
i TpeBorax. [loxBanuTe X U NOCOBETYHTE MOAOUTH €IIe pa3 B MOJOOHBIX CIyJasx.

10. Pacckaxure nersim o mopHorpadum B MHTepHete. [lomorurte M 3amuTUTBCA OT CrHama.
HayuuTe nmoapocTkoB He BbIaBaTh B VIHTEpHETE CBOETO PEaIbHOTO 3JIEKTPOHHOIO ajipeca, He OTBEYaTh
Ha HCXKCJIATCIBbHBIC ITMChMA U UCITIOJb30BATh CIICHUAJIBHBIC ITIOYTOBBIC (1)I/IJ'IBTpBI.

11. ITpuyunTe cedst 3HAKOMHUTHCS C CaliTaMU, KOTOPBIE MOCEMIAOT MOAPOCTKH.

12. HayuuTe nereit yBakaTh APYrux B UHTEpHETE. Y O€AUTECh, YTO OHU 3HAIOT O TOM, YTO IpaBUiIa
XOPOILIETO MOBEIECHUS ACUCTBYIOT BE3/E - JaK€ B BUPTYaIbHOM MUDE.

13. OObscHUTE NETsM, YTO HM B KOEM ciydae Henb3sl Hcroiib3oBaTh CeThb Uil XYJIUTaHCTBA,
pacrpoCTpaHeHUsI CIUIETEH UIIH YTPO3 APYTUM JIFOSIM.

14. OOGcymute ¢ MOAPOCTKAMH NPOOJIEMbI CETEBBIX a3apTHBIX UTP M HMX BO3MOXKHBIH PHCK.
HamomHuTE, 9TO A€TH HE MOTYT MIPaTh B 3TH MIPBI COTTIACHO 3aKOHY.

[TocrostHHO KOHTpONUpPYiTE Hcnonb3oBanue MHTepHera BamuMm pebenkoM! D10 He HapylIeHUe ero
JIUYHOIO IIPOCTPAaHCTBA, a Mepa NPEIOCTOPOXKHOCTM M IPOsABICHHE Bamel poauTensbCKon
OTBETCTBEHHOCTHU U 3a00TBHI.
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